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"A celebrity? Oh, they aren't Paparazzi.
Our staff likes to take interesting

photos for their blogs and Facebook."”
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Health information is based on

e objective observations
* diagnoses, and test results

* subjective about the patient, their lifestyle, habits, and
recreational activities.

dr mina forouzandeh.md phd medical ethics
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Breach severity

* Minor confidentiality breaches
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Breach severity

* Minor confidentiality breaches committed repeatedly

» Severe confidentiality breaches are defined as the disclosure of
sensitive data
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Breach severity

e Serious confidentiality breaches that occur repeatedly: more
than once

s =

Confidentiality In Healthcare &
The NHS: Ethics Guide
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Area where the breach was observed

Meeting areas (offices, classrooms, etc.) and specific areas where
healthcare is provided (exam rooms, treatment rooms, operating rooms,
etc.)

2. Nursing stations on hospital wards

3. Patient rooms, which are usually occupied by two patients and their
respective companions

4. Other public areas: sta 3L 5l aly (liu jlan sla (355 Lo ) guilal a5 a1
. 5 “ . J



Right to privacy

*The right to privacy
refers to the right to
limit “access of
others to one’s body
or mind... through
physical contact or
disclosure of thought
or feelings”.

Dr Mina Forouzandeh. MD.PhD Medical Ethics IUMS
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Confidentiality breaches in clinical practice: b
- - Sy ol
What happens in hospitals? s
oyl

BNl 09,8
S polke

breach per 62.5 h

54,6 % were related to the consultation and/or disclosure of
clinical and/or personal data to medical personnel not involved
in the patient's clinical care, as well as people external to the
hospital

severe breaches were the most frequent, accounting for 46.7 %
Most of the reported incidents were observed in public areas
(37.9 %), such as corridors, elevators, the cafeteria, stairs, and
locker rooms
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confidentiality breaches

e especially physicians
are committed unintentionally
* non-negligible number are severe

* certain carelessness, perhaps through
ignorance about certain behaviors that can
jeopardize patient confidentiality.
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Privacy = individual’s right to decide about access to thgf;, a5

personal information: what information to share, with
whom to share, and how to share

Confidentiality= is intertwined with privacy and security. It
is a tool to protect privacy or an act of limiting disclosure of
private matters.

Security = protection measures and tools that safeguards
health information and health information systems
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Privacy vs. Confidentiality vs. B | .00

Security i GTh A

Privacy - information about one person
“A right”

- keeping private information
shared with a second person a secret

“A condition”...and a responsibility

Security - controls used to protect confidential
information from unauthorized people

“A safeguard”

Dr Mina Forouzandeh. MD.PhD Medical Ethics IUMS 33



Confidentiality V. Privacy

Privacy sphare

Direct disclosure {doctor)

J Indiect disclosure (biobank)
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Rohm & Milne, 2004

Low Information Sensitivity

High Information Sensitivity
High , it
Trust | Potential for Risk
Low

Trust |l High Riskand &

Potential for Risk
and Concern
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